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HCIO0/b30BaHuH ceTH «HTEepHET) VISl pasMelleHNsl B y9eOHbIX KaOMHeTaX, B KOTOPbIX
ocymecTBiseTcs AocTyn B ceTh « AHTEpHET»

C KaXxabIM roIoM MOJIOIEXKH B MHTEPHETE CTAHOBHUTHCS OOJIbINE, a IIKOJLHUKH OJHH W3
CaMbIX aKTHBHBIX IIOJb30oBaresiel MHrepHera. Mexay TeMm, MOMHMO OrpOMHOTO KOJIWYeCTBa
BO3MOXXHOCTEH, HHTEPHET HECeT M MpoOJeMbl. JTa maMsTKa J0JDKHA TOMOYbL Tehe 0e301acHo
HaXOJUTHCS B CETH.

KomnbioTepHbie BUPYChI
KoMIproTepHBI BHPYC - 3TO Pa3HOBHIHOCTH KOMIIBIOTEPHBIX IPOTPamMM, OTIHYHTEILHON
OCOOEHHOCTBIO KOTOPOH SIBISETCSl CIIOCOOHOCTH K Pa3sMHOKEHHIO. B jiomosiHenue K 5T1oMy,
BUPYCBI MOIYT [OBPEOWTh MJIM IOJHOCTBIO YHHYTOXKHUTH Bce ((Baiinbl U JiaHHbIE,
IIOJIKOHTPOJIBHEIE 110JIb30BATEI0, OT KIMEHU KOTOPOro ObLIa 3aIyIleHa 3apakeHHas mporpamva,
a TaKXX€ IOBPEIUTh MM JAXE YHHYTOXKUTH OMNEPAMOHHYIO CHCTEMY cO BceMH (ailiaMu B
1ej0M. B GoNbIIMHCTBE ClIy9aeB pacpoOCTPAHSIOTCS. BUPYCHI Yepe3 HHTEPHET.

MeTo/1b1 3aIUTHI OT BPEAOHOCHBIX ITPOTPaMM:

1. Hcnone3yii COBpeMEHHBIE OIEpAIlMOHHBIE CHCTEMBI, HUMEIOIIHE CEPhE3HBI YPOBEHD
3aIIUTHI OT BPEIOHOCHBIX TPOTPAMM;
2. [TocTossHHO ycraHaBnMBai mnauTé (UHGPOBBIE 3aIUIATKH, KOTOPBIE ABTOMATHYECKH

YCTAaHABJIIMBAIOTCS C IEJNBI0 JOpabOTKH TNPOTpaMMbl) W Jpyrue OOHOBICHHS CBOEH
onepanuoHHOM cuctemsl. CkauMBai UX TOJIBKO ¢ ouumanbHOro caifta paspadorunka OC. Eciu
CYLIECTBYET PEKHUM aBTOMATHUECKOTO OOHOBJICHHUS, BKJIIOUHU €T0;

3. Pabotait Ha cBOeM KOMITBIOTEpE 11O IPaBaMHM I10JIL30BATENS, 4 HE aJIMHHUCTPATOPA. DTO
HE II03BOJIMT OOJIBIIMHCTBY BPEIOHOCHBIX IPOrpaMM HHCTAIHPOBATHCS HA  TBOEM
[EPCOHAIBHOM KOMITBIOTEDE;

4. Hcnone3yli aHTUBHUPYCHBIE NPOrpaMMHBIE MPOIYKTHI HM3BECTHBIX MMPOU3BOAUTENCH, ¢
aBTOMaTHYECKUM OOHOBJICHHEM 0a3;

8 Orpanuup GU3MYECKUN JOCTYI K KOMIIBIOTEPY JUISl IOCTOPOHHUX JIMIL;

6. Hcnone3yli BHEIIHHME HOCHUTENH MH(OpMAIMK, Takue Kak Quiemka, Muck win haiin us3

MHTEPHETA, TOJILKO U3 IIPOBEPEHHBIX UCTOYHHKOB;

p { He otkpbiBaii KoMIbIOTEpHBIE (DaiiiIbl, TOTyYeHHBIE U3 HEHAIEKHBIX HCTOUHUKOB. Jlaxe
Te (paiiybl, KOTOPBIE IIPUCIIANT TBOM 3HAKOMBIN. JIydIie yTOUHH y HEro, OTIPaBIIsI Ik OH Tebe HX.
Ceru WI-FI

Wi-Fi - 910 He BUJ lepejadn JaHHBIX, HE TEXHOJIOTHS, @ BCEro JIUIIb Open i, Mapka. Eie B 1991
rofy HHUIeplaHackas KommaHusi 3apeructpupoBana Opeun "WECA", dro o6o3nagano
cnoBocoueranue "Wireless Fidelity", koTopsiii mepeBoauTest kak "GecrnpoBoaHas TOYHOCTE",

Jlo namero BpemeHu Jouula Apyras abOpeBuarypa, KOTOpast SIBISIETCS TaKOW e TEXHOJIOTHEH.
D10 abbpeBuarypa "Wi-Fi". Takoe Ha3BaHue OBUIO JAaHO C HAMEKOM HA CTaHIApT BhICHIEH
3BykoBo# TexHuku Hi-Fi, uTo B mepeBoie 03HauaeT "BbICOKAs TOYHOCTE" .



Jla, OGecniaTHbI MHTepHET-ZOCTYH B Kade, OTeNssX H a’3pomoprax SBISETCS OTIMYHOMN
BO3MOMHOCTBIO BBIXO/Ia B UHTEpHET. HO MHOTrME 2KCIEPTHI CYUTAIOT, YTO 0o0menocTynHbe Wi-
Fi cetn He sSBISIOTCS 6€30TIACHBIMH.

Cosetsl 110 6e30nacHOCTH PabOTHI B 00IIENOCTYITHBIX ceTsax Wi-fi:

1 He nepenasaii coro nuunyro nHGopmanuio depe3 odmenocrynusie Wi-Fi cetn. Paborast
B HUX, )K€JIATeJIbHO HE BBOIUTH I1apOJIM J0CTYIA, JOTUHBI ¥ KaKue - TO HoMepa;

2. HMcnonp3yii m 0OHOBIAH aHTUBHPYCHBIE IIPOrpaMMbl W Opanmmayep. TeM caMbIM Thl
obesonacuins ceds OT 3aKavuky BUpyca Ha TBOE YCTPOMCTBO;

3. [Ipu wcnomesoBanuu Wi-Fi otkmoun Qysxmuo "OOmmit nocrynm k  ¢aitnam u
npunrepam”. JlanHasg (QyHKIUS 3aKphiTa IO YMOJYAHHUIO, OJHAKO HEKOTODPBIE IOJIB30BATEIH
aKTHBUPYIOT €€ sl y100CTBa UCIO0Ib30BaHus B paboTe Wwid ydebe;

4. He wucnonp3yi ny6muuneii WI-FI s nepemaud JIMYHBIX [JaHHBIX, HAIPUMED JUIs
BBIX0J1a B COIMAILHBIE CETH MJIH B 3JIEKTPOHHYIO MOYUTY;

3. Mcnone3yit Tonbko samumenHoe coenunenue depes HTTPS, a we HTTP, t.e. npu
Habope Beb-anpeca BBoau uMeHHO "https://";

6. B mo6unbHOM Tenedone otkmoun yuxnuio "[logxmoyenne k Wi-Fi aBromarnueckn”.
He jiomyckait aBToMaTH4YeCKOro NOAKIIOYEHHS ycTpoiicTBa Kk cetssM Wi-Fi 6e3 TBoero cormacus. #

ConuanbHbie CETH

ConuanbHple CETH aKTHBHO BXOJAT B HAIly JKM3Hb, MHOTHE JIIOAM pabOTarOT M JKHBYT Tam
IIOCTOSIHHO, a B Facebook yxe 3apeructpupoBaH MWLIMApI YeEIOBEK, YTO SIBISETCS OJHOM
Ce/IbMOM BCEX JKMTEJEH IIaHeTel. MHOIME IOJIL30BaTE€NM HE IOHHUMAIOT, YTO HH(OpMAIus,
pasMeleHHass MMH B COLMAJIbHBIX CETSAX, MOKET OBITh HAWJICHA U UCIOJIb30BaHA KEM YIOJIHO, B
TOM 4HClIe He 00513aTeNIbHO ¢ OJIariMKU HaMEepPEHUSIMHU.

OCHOBHBIE COBETBI 110 OE30IMACHOCTH B COIMAJIBHBIX CETAX:

1. Orpanuub cnoucok gpysei. Y T1ebsd B Jpy3psSX HE JODKHO OBITH CIOydaliHBIX |
HE3HAKOMBIX

JIOJEH;

2. 3aummaii CBOIO 4acTHYIO »ku3Hb. He yka3biBail maponu, TeneoHbl, agpeca, 1aTy TBOETO

POXKJICHHS U JPYTYIO JMYHYIO MH(pOpMAaLuio. 3I0yMBIIUIEHHAKH MOTYT HCIIOJIb30BAaTh JaXe
MH(pOPMAIHIO O TOM, KaK Thl XU TBOM POJIUTENH ITAHUPYETE IPOBECTH KAHUKYJIB;

3. 3anmmai CBOIO PeIyTalHtIo - JepKH €€ B YUCTOTe U 3a/1aBaii cebe BOIpoc: XoTes OBl THI,

uTOOBI JIPyrHe IOJb30BAaTENU BHJENHU, YTO Thl 3arpyxaems? Ilomaymaii, mpexiae 4eM YTO-TO
onyOJIMKOBaTh, HAUCATH U 3aTrPy3HTh; ‘

4. Eciy ThI rOBOPHIIG C TIOJBMH, KOTOPBIX HE 3HACIIb, HE UCIONB3Yi CBOE PealbHOE UM U

JPYTYIO JIMYHYIO HHPOPMAIMHU: UM, MECTO )KUTEIBCTBA, MECTO y4eObl U IIPOYEE;

3, 36eraii pasmemenus ¢ororpaduii B VinTepHeTe, rae Thl H300pakeH Ha MECTHOCTH, I10

KOTOPO! MOJKHO OIPEJEIUTH TBOE MECTOIOJIOKEHHE;

6. [Ipu perucrpanuu B CONMaIbHON CETH HEOOXOAMMO HCIOJIB30BATh CIIOXKHBIE MAPOJIH, ;

coctosimme U3 OyKB ¥ HU(P U C KOJIMYECTBOM 3HAKOB HEe MeHee §; |

7. Jins conmanbHOM CeTH, NMOYTHI U JPYIUX CaWTOB HEOOXOIMMO HCIOJIB30BATH pPa3HbIE 1
I

naponu. Torga ecim 1ebs B3JIOMAIOT, TO 3JI0YMBIIUICHHHKH HOJNYYaT JOCTYI TOJBKO K OJHOMY
MECTY, a HE BO Bce Cpasy.

DNEKTPOHHBIE JCHBIH

OJIEKTPOHHBIC JICHBTH - 3TO OYeHb YJOOHBIM cHoco0 IUIaTexei, OIHAKO CYIIECTBYIOT
MOLLIECHHUKHU, KOTOPBIE XOTST MOJIYUYUTh ITH JICHBIU.
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ONEKTPOHHBIE IEHBI'W MOSBHJIUCH COBCEM HENABHO M MMEHHO H3-3a HTOTO BO MHOIHX
rocyiapcTBax J10 CUX IOp He MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun e oHM QYHKIMOHHPYIOT H O HHX YK€ IPOIHCAHO B 3aKOHE, I7Ie UX Pa3/Ie/IsioT Ha
HECKOJIBKO BHJIOB - aHOHMMHBIE U HE aHOHMMHbIE. Pa3HHUIla B TOM, YTO aHOHHUMHBIE - HTO TE, B
KOTOPBIX paspemiaeTcs IPOBOJAMTL oOnepanuud 0e3 uIeHTUDHUKALMU II0JIb30BaTeNls, a B
HEaHOHHUMHBIX MICHTH(QUKALIUS [T0JIB30BATENS SIBJISIETCS 00SI3aTEIBHOM.

Taioke crnenyer pasnuyaTh S7MEKTPOHHBIE (HATHBIE IEHBIH (PAaBHBI TOCYIAPCTBEHHBIM
BAJIFOTaM) U 3JIEKTPOHHBIE He)HATHBIE ICHbTH (HE PaBHbI TOCYAAPCTBEHHBIM BAJIIOTAM ).

OcHOBHBIE COBETHI 110 O€30MacHOl paboTe ¢ 3JIEKTPOHHBIMH I€HbIAMU:

1. IlpuBsku K cueTy MOOMIBHBEIA TemedoH. DTO camblii yAOOHBIH M OBICTDBIA CIOCOO
BOCCTAHOBHUTEH JOCTYyHn K cueTy. IIpuBssanHbii TenedoH momoxer, ecid 3alymenib CBOM
TUIATEXKHBIM IIapOJIb WK 3ai eI Ha CAlUT ¢ HE3HAKOMOTO YCTPOMCTBA;

2. Hcnone3yit oxaopasoBsie mapoiu. [locie mepexosa Ha YCHIEHHYO aBTOPH3ANMIO Tebe
yKe He OyIeT yrpoaTh ONaCHOCTh KPaXKH WIIH TIEPEXBATa IUIATEXHOTO IIapOIs;
3 BriGepu cnoxssii napons. [IpectynHukam Oyzet He IPOCTO yrajaTh CIOXKHEIH Mapojib.

Haniexnple mapoiy - 3T0 Iapoid, KOTOphIE COIEPKaT He MeHee 8 3HAKOB M BKIIOUAIOT B Cebs
CTPOYHBIC U MPONUCHBIE OYKBBIL, MQPHI M HECKOIBKO CHMBOJIOB, TAKWE KAaK 3HAK /0JLIApa,
(yHTa, BocKIMIATeNbHbI 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOIM CBOM NTMYHBIE TaHHBIE HA CAlTaX, KOTOPBIM HE JI0OBEPSEIIIb.

DNeKTpOHHas 1moYTa

OJIeKTpOHHAs TOYTa - 3TO TEXHOJOTHS M IPEIOCTaBISEMbIE €0 YCIyIH IO TEpechUike u
IOJIyYCHHUIO BJIEKTPOHHBIX COOOINEHHM, KOTOPBIE DPACIPENENSIOTCS B KOMITLIOTEPHOH CeTH.
OOBbIYHO ~ OIEKTPOHHBIM  TIOYTOBBIA  SIIIMK  BBINISAMT  CHEAYIOIMM  00pa3oM:
HMSI_TIOJIb30BaTeNA(@uMs_JIoMeHa. Taioke Kpome Iepeiayd IPOCTOr0 TEKCTa, HMEeTCs
BO3MOKHOCTb IIepeiaBaTh (haiiinl.

OcHOBHBIE COBETHI IO 6€30IacHO# paboTe ¢ HIEKTPOHHOM ITOUTO:

1. Hano BbIOparh NpaBHIBHBEIA IIOYTOBBIA cepBHC. B HHTEpHETE €CTh OrpOMHEBIH BHIGOD
OecrIaTHBIX MOYTOBBIX CEPBHCOB, OHAKO JIy4INEe JOBEPATH T€M, KOO 3HAEUIb H KTO MEPBBIA B
perTHHrE;

2. He ykaspiBaifi B nuuHOM moure ymuHyro uHbOpMaiwio. Hampumep, nyumne seibparth
"Mys3bIKaNbHBIA _(panat@" wmm "pox2013" BmMecTo "Temal3";

3. Hcnonb3ydt nByX3TalmHyIo aBTOPH3AIMIO. DTO KOIJA MOMHMO Hapojis HYXHO BBOIUTH
KOJI, IPUCKLIaeMbIii 1o SMS;

4. BriGepy cnoxHBIH mapoib. Jis KaXAOro MOYTOBOTO SINMKA JOIDKEH OBITh CBOM
HAJIEXKHBIA, yCTONYUBBINA K B3JIOMY [1apOJIb;

3 Ecni ecTh BO3MOXHOCTh HammcaTh CaMOMy CBOM JIHYHBIA BOIPOC, HMCHONB3YH 5Ty
BO3MOIKHOCTB;

6. Hcmonp3y# HECKONBKO MHOYTOBBIX SINUKOB. [lepBBIA Uit 4acTHOM Tepenuckd ¢

ajapecaTtaMH, KOTOPBIM Thl JOBEPSENIb. JTO SIEKTPOHHBIA apec He HaJ0 MCMOJb30BATh IPU
perucrpanuy Ha popymax u cairax;

7. He oTkpbiBaii Gaiiiel ¥ Apyrue BIOXKEHHS B MHCHMAX, JaXe €ClIM OHHM NPHIILIH OT TBOUX
Apy3sei. Jlydine yTo4HY y HUX, OTHPABIISUTA JIH OHHU Tebe 9TH (haiIib;
8. [Tocne oxoHuaHus pabOTHI HA ITOYTOBOM CEPBHCE IEPEJ 3aKPBITHEM BKJIAIKH C CAWTOM

He 3a0y/1p HaXKaTh Ha "BeiiTa".
KubepOy iHT Ui BUPTYaIbHOE H3/1€BATEIHCTBO

3



KubepOymauur - mpeciieJOBaHUE COOOLIEHHAMH, COIAEPXKALIMMM OCKOPOJICHHUS, arpecCuio,
jalyruBaHye; XYJMIaHCTBO; COIMAIbHOE OOHMKOTHPOBAHHE C IIOMOINBIO  Pas/IMUHbBIX
HHTEPHETCEPBUCOB.

OcHOBHBIE COBETHI IO 60pBHOE ¢ KUOEPOYILITMHIOM:

1. He 6pocaiicst B 6oii. Jlyummii crioco0: ocoBeTOBaThCS Kak ce0sl BECTH M, €CIIH HET TOrO,
K KOMY MOMHO OOpaTUThCs, TO BHauyajle YCHOKOMTbCA. Ecmy Thl HauHemn, oTBeYaTh
0CKOpOJEHUSME Ha OCKOPOJICHHSI, TO TOJIBKO elle OOJIbIIE Pa30iKeIh KOH(INKT;

2 VYnpagisit cBoel kubeppenyTanuei;,

3. AHOHMMHOCTE B ceTH MHHMas. CyIIecTBYIOT CHOCOOBI BBISICHUTH, KTO CTOUT 3a
AHOHUMHBIM aKKayHTOM;

4. He cTouT BecTH XyJIMTaHCcKWil oOpa3 BHPTyaiabHOH xu3HM. MHTepHET (QHKCHpyeT Bce
TBOM JICUCTBHS M COXpaHSET UX. Y JAINUTh UX OyJeT KpaiiHe 3aTPyAHUTENILHO;

5. Colimroait CBOXO BUPTYAIbHYIO YECTh CMOJIONY;

6. Urnopupyii enuHuyHb HeraTuB. OJHOPa30Bble OCKOPOMTENBHBIE COOOINEHMS JIyulIe
uraopuposarb. OOBIYHO arpeccusi MPeKpalaeTcs Ha Ha4aJIbHOM CTa UM,

7. Ban arpeccopa. B mporpaMmax oOMeHa MIHOBEHHBIMH COOOIIECHHSIMH, B COLMAJIbHBIX
ceTsx eCTh BO3MOXKHOCTE OJIOKMPOBKH OTIPABKH COOONIEHHUH € OIPEEICHHBIX aIpeCcoOB;

8. Eciu 1ol cBujeTens kuOepOymmHra. TBou  IEHCTBHS: BBICTYIUTH IIPOTHB

pecjeaoBaresis, MmokKa3ars €My, 4TO €ro JACHCTBHS OLIEHHBAIOTCS HETATUBHO, IOJICPXKATh
JKEPTBY, KOTOPOM HyXHA IICHXOJIOTHYecKas IOMOIIb, COOOLIMTh B3pOCHbIM O (axre
arpecCUBHOTO MOBeIeHNs B ceTH. MOOMIIbHBIH TeneQoH

CoBpeMenHbIe cMapT(OHBI U IUIAHIIETH COEPXKAT B cebe BIIOJHE B3POCHbIA (QyHKIHOHAN, U
Tenepb OHM MOTIYT KOHKYPHUpPOBaTh CO CTallMOHAPHBIMH KoMIbloTepamu. OJHAKO, CpECTB
3AIIMTHI JUIS TTOJO0OHBIX YCTPOMCTB IOKa OYeHb Majlo. TeCTHpOBaHHE M IOMCK YS3BHMOCTEH B
HUX TPOMCXOJUT HE Tak MHTeHCUBHO, Kak mii IIK, To ke camoe Kacaercs M MOOMIIBHBIX
IPUIIOKEHUMN.

CoBpemeHHbIE MOOMIIbHBIE Opay3epsl yikKe MPAaKTHYECKH JOTHAIM HACTOJILHBIE aHAJIOTH, O{HAKO
pacmpenue GyHKIHOHANA BIEYET 32 COO0H OOIBIIYIO CIOXKHOCTD ¥ MEHBIIYIO 3aLIMIIEHHOCT.
Jlanexo He BCe IMPOU3BOJUTEIM BBIIYCKAIOT OOHOBJICHMS, 3aKPHIBAIOIIME KPUTHYECKHE
VSI3BUMOCTH JUIsl CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI ISl O€30TTaCHOCTH MOOMIIBHOTO TenedoHa:

Huyero He sBIsieTCs I0-HAcTosIIeMy OecriaTHbIM. -Byap ocropoxeH, Beab Korja rede
[pe/uIaratoT OeCIUIaTHBIN KOHTEHT, B HEM MOT'YT OBITh CKPBITBI KAKHE - TO IJIATHBIE YCIYTH;
Jlymaii, npexae gem ornpaBuTh SMS, doro mwm Buneo. Tl ToUHO 3HaeIb, Iae OHU OyIyT B
KOHEYHOM HuTore?

Heo6x011MM0 OOHOBJIATH OIIEPAHOHHYIO CUCTEMY TBOETO CMapT(OHa;

Mcnonb3yi aHTHBUPYCHBIE ITPOTPAMMBI JUIsi MOOMIIBHBIX TENE(QOHOB;

He 3arpyxail TpPHJIOKEHWS OT HEM3BECTHOIO HMCTOYHMKA, BEIb OHM MOTYT COJICPXKAThH
BPEJIOHOCHOE MPOrpaMMHOE 00ECIIEUEHHE;

[Tocae TOro Kak Thl BBIAJENIH C CaiTa, IJie BBOJIWII JIMUYHYIO HH(GOPMAIHIO, 3ai/11 B HACTPONKH
Opaysepa u yaanu cookies;

Ilepriouyuecky NMpOBEpsiii, KaKkhe IUIaTHbIE YCIYT'M aKTHBHPOBaHBI Ha TBOeM Homepe; JlaBait
CBOI HOMEP MOOMIIBHOTO Tele()OHA TOJIBKO JIIOSM, KOTOPBIX ThI 3HAEIIb M KOMY JIOBEPSCIIIb,
Bluetooth nomkeH OBITH BBIKJIIOUEH, KOIJIa Thl MM He MoJib3yeuibcsi. He 3a0wiBait mHOrzAa
IPOBEPSITH 3TO.
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Online urpsr

CoBpeMeHHbIE OHJIAMH-UIPHI - 9TO KPACOUHbIE, 3AXBATHIBAIOLIIE pasBleUEeHHs, 00BEIUHSAIOIINE
COTHH TBICSY YEIOBEK 110 BceMy MHPY. Irpoku McclelyloT JaHHBIH UM MEp, 0OMIArOTCs IpyT ¢
APYT'OM, BBLIIONHSIOT 3a/IaHHs, CPAKAIOTCS ¢ MOHCTPAMHU H TIONYYaiOT OIBIT. 32 YJIOBOJIECTBHE
OHH IUTATAT: MOKYTAIOT JIACK, OIIAYABAIOT A00HEMEHT HIIM IIPHOBPETAIOT KAKHE-TO OTIIIHH.

Bee o1i cpenctsa mayT Ha nomnepxanue u passurme UIPBI, & TaKXXe Ha caMy Ge30MacHOCTD:
COBCPLICHCTBYIOTCS CHCTEMbI aBTOPH3ALINH, BBITYCKAIOTCS HOBbIE MaTdl (LH(POBbIE 3arIaTki
AUl IPOTPAMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B 1mo106HBIX Hrpax CTOMT omacaThCs He CTOTBKO CBOMX COIICPHUKOB, CKOJBKO KPaXH TBOETO
11apoJid, Ha KOTOPOM OCHOBAHA CHCTEMa aBTOPM3ALMK GONBITHHCTBA HUTP.

OCHOBHBIE COBETHI 10 6€30IaCHOCTH TBOErO HIPOBOTO aKKayHTa:

i; Ecnu npyroit urpok Bezet ce6s mioxo wim co3naer teGe HETIPUATHOCTH, 3a0JIOKUPYii ero
B CIIMCKE UTPOKOB;
2. Ioxanyiics anMHHECTpaTOpaM MIpbl Ha IJIOXOE MOBEICHHE TOrO HI'POKa, JKeIaTelIbHO

TNIPUIIOXKATH KAKME-TO T0KA3aTENbCTBA B BUJIE CKPUHOB;,
He yxaspiBaii midnyro uapopmano npodaiiie urper;

YBaxaii Ipyrux y4acTHUKOB IO UIpe;

He ycranasnusaii Heoduumansubie narau u Mo

Hcnone3yit coxHble ¥ pasHble napoiy;

Haxe BO BpeMs WIPBI HE CTOHT OTKIIOYATDH aHtuBupyc. Iloka TbI wrpaems, TBOI
KOMITBIOTEP MOTYT 3apa3UTh.

QUINVMHT WX Kpaka TMYHBIX JaHHBIX

OOGbruHON Kpakell JIeHer M JOKYMEHTOB CeroJHs Y€ HHKOIO HE yJIMBHIIb, HO C Pa3BUTHEM
MHTCPHET-TEXHOJIOTUI  3JIOyMBIIUICHHHKHA II€PEMECTHIINCH B UHTEPHET, U TPOMOIIKAIOT
3aHUMAThCs "TIOOMMBIM" EeTI0M.

Tak nosiBuIack HOBast yrposa: HHTEPHET-MOMIEHHHYECTBA HITH (ummHr, rnaBHas Heah KOTOPOro
COCTOMT B MOJYy4YCHHH KOHQHAECHIHATHBIX TaHHIX NOJIB30BATEICH - JIOTHHOB 1 naposieit. Ha
aHITIMACKOM si3bike phishing unrtaercss kax ¢ummar (ot fishing - peiGuas nosmns, password -
1apoJIb).

OcHoBHBIE COBETHI 110 60pL6E ¢ PUIIHHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu ThI [I0/T03PEBACIIIb, YTO TBOS aHKeTa ObljIa B3JIOMaHa,
TO HEOOXOUMO 3a0JIOKMPOBATH €€ U COOBIIHTE aZIIMMHHCTpATOpaM pecypea 06 3TOM KaK MONHO
cKopee;

2 Hcnone3yii GesomacHsle BeG-caifTEL, B TOM wdmce, UHTEPHET-Mara3uHOB M IMOWCKOBBIX
CHCTEM;

3. Hcnone3yii croxHble B pasHbie naponu. Takum obpaszom, eciam Tebst B3IOMAIOT, TO
3JIOYMBIIIICHHAKH TIOJTy9aT IOCTYIl TOJIBKO K OJTHOMY TBOEMY MPOMMITIO B CETH, 4 He KO BCeM:

4. Ecmu Tebst B3omManm, To He06X0mMMO IPEAYNPEUTE BCEX CBOMX 3HAKOMBIX, KOTODBIE
700aByieHs! y Te0st B IPY3bIX, O TOM, YTO Tebs B3IOMAN U, BO3MOXHO, OT TBOETO UMEHH Oy/1eT
pacChUIaTLCS CIIaM M CCBUIKM Ha QHIMHTOBBIE CANTHI;
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5. YCTaHOBH HaJEXHBIH MApOITH (PIN) Ha MOGHIBHBIH TenehoH;
6. OTKII0YM COXpaHEHHE HapoIis B Opaysepe;
7. He otkpeiBaii ¢aitnel u apyrue Bioxenus B [MCbMax, JaXXe eCIM OHH MPUIIIH OT TBOMX

Apy3eid. JIydile yTO9HH y HUX, OTHPABIISITH JIX OHM TeOe HTH baitsl,
[lndpoas penyranus



IludpoBas permyranms - 5TO HEraTUBHAs WM IO3UTHBHas MHbOpMmamus B ceTh o Tebe.
KommpomeTupyrommas uHbopManus, pa3MelieHHas B HHTEPHETE, MOXET CEPbe3HBIM 00pazoM
OTpa3uTHCS HA TBOEW peaibHOM xu3HH. "Lludposas pemyranus" - 3T0 TBOM MMHIK, KOTOPBIH
bopmupyercst 3 HHPOpPMALUK 0 TeOe B UHTEPHETE.

TBoe MECTO XUTENLCTBA, y4eObl, TBOoe (PMHAHCOBOE MOJOXKEHHE, OCOOEHHOCTH Xapakrepa U
pacckasbl 0 OJIM3KHX - BCE 3TO HAKAIIJIMBAETCS B CETH.

MHOrue MOAPOCTKH JIETKOMBICICHHO OTHOCSATCS K IyONMKalMM JHMYHOM HMHGpOpManuu B
MuTepHeTe, He MOHMUMAsi BO3MOXKHBIX MOCTIeACTBUH. THI JaXke He CMOXELIb J0TaJaThCsi O TOM,
yto hororpadus, pasMelieHHas 5 JeT Ha3ajl, CTajla IPUYMHOM 0TKa3a IPUHATH TeOs Ha paboTy.
KommvenTtapuu, pasMmenieHuie TBOUX (ororpaduil u Ipyrue AEHCTBHS MOTYT HE UCUE3HYTH JaXe
I0CJIE TOrO, KaK Thl MX yJIQJIAINb. 1Bl He 3HA€UIb, KTO COXPAHMWI 3Ty MH(OpManuio, rnonaia jiu
OHAa B IIOUCKOBBIE CHCTEMBI M COXPaHWJIACh JIM OHA, a IJIABHOE: 4YTO IOAYyMaloT O Tebe
OKpPY’KaIoIue JIFOAU, KOTOpble HaixyT U yBuaar 571o. HaliT mHoOpMaImMio MHOTO JIET CIyCTs
CMOXET JI000M - Kak U3 J0OpBIX MOOYXISHHMU, TaK U ¢ HAMEPEHUEM MNPUYMHUTH Bpea. ITO
MOXKET OBITH KTO YTOJHO.

OCHOBHBIE COBETHI 11O 3a1uTe NUGPOBON pernyTaluu:

1. [Tomymaif, mpexjae 4eM dTO-TO IyOJIMKOBaTH M IepenaBarb y cebs B Oiore wiM B
COITMAJIbHOM CeTH;

2 B mactpoiikax mpouis yCTaHOBH OTpaHUYEHMS HA IIPOCMOTP TBOETO NMPOQHISL U €ro
COZIEPIKHMOTO, C/IeIIal ero TOJIbKO "1 Ipy3en”;

3. He pasmeniail i He yka3biBaii HH(OpPMAIUIO, KOTOPask MOXKET KOT0-THO0 OCKOPOIIATH UK
00MXKaTh.

ABTOpPCKOE IIPaBo

CoBpeMeHHbIE IIKOJBHUKH - aKTHBHBIE I10Jb30BaTead LU(poBoro mpocrpancTBa. OnHaxo
JIaJIeKO HE BCE 3HAIOT, YTO I0Jb30BAaHWE MHOTUMM BO3MOXKHOCTSMHU IM(poBOro Mupa tpedyer
COOJIIO/ICHHSI [IPaB HAa MHTEIUIEKTYaJIbHYIO COOCTBEHHOCTD.

Tepmun  "wHTE/UIEKTyalbHas COOCTBEHHOCTh" OTHOCHTCS K  DPasjMuHbBIM  TBOPEHHUSAM
YeJI0BEYECKOT0 YMa, HAuMHAS ¢ HOBBIX M300pETEHHH M 3HAKOB, 0003HAUYAIOMUX COOCTBEHHOCTD
Ha TIPOJYKTHI M YCIYI'H, W 3aKaH4uBas KHHUramu, ¢Qororpapusmu, KuHOQUIBMAMH U
MY3BIKQILHBIMU TIPOU3BEICHUAMH.

ABTOpCKHE TIpaBa - TO IpaBa HA HHTEIUIEKTYalbHYIO COOCTBEHHOCTh Ha IIPOM3BE/ICHUS HAYKH,
JUTEPATYphl U HCKYCCTBa. ABTOPCKHE IIpaBa BBICTYNAIOT B Ka4yeCTBE TapaHTHH TOrO, 4YTO
MHTEIUIEKTYaJIbHBIN/TBOPYECKUI TPyl aBTOpa He OyNeT HalpacHbIM, JAaCT €My CIPaBe/JIMBbIE
BO3MOKHOCTH 3apaboTaTh Ha pe3ysibTaraX CBOETO TPyZad, MOJYyYHTh H3BECTHOCTh M IIPU3HAHUE.
Hukro Ge3 paspelieHus aBTopa He MOKET BOCIIPOM3BOJHUTE €T0 IIPOU3BEAECHHE, PACIIPOCTPAHSATD,
nyOJIMYHO JIEMOHCTPUPOBATh, IPOJaBaTh, MMIIOPTHPOBATh, IIyCKaThb B IIPOKAT, IIyOJMYHO
UCIIOJIHATE, MOKA3bIBATH/MCIIONIHSATE B 3¢ upe wiu pazMemars B MiHTepHeTe.

Vcnonp3oBanue "THPATCKOro” MPOrPaMMHOIO OOECIIEYEHHs MOXKET IPHUBECTH K MHOIMM
pUCKaM: OT TIOTE€PH JAHHBIX K TBOMM aKKayHTaM [0 OJIOKMPOBKH TBOETO YCTpOHCTBa, rue
yCTaHOBJIEHA HeJIeraibHast mporpaMma. He cTouT Taxoke 3a0bIBaTh, YTO CYMIECTBYIOT JIETAJIbHBIE
v OecrIaTHbIE TPOTPaMMBI, KOTOPBIE MOKHO HAaiTH B CETH.

O noprane

CeTeBUYOK.pd - TBOM TJIABHBIA COBETYMK B CETH. 3[€Ch Thl MOXEIIb y3HATh O OE30IIaCHOCTH B
CETM TIOHSTHBIM M JIOCTYIHBIM SI3IKOM, @ ITIpU BO3HUKHOBEHHMH KPUTHYECKOW CHUTyalldH




06paTHTHCA 32 COBETOM. A TakXe NPHHATH y4acTHE B KOHKYpCaX M CTaTh CaMbIM LH(POBLIM
rpaxk/laHuHOM !
WHCTPYKIUS JJISI OBYYAIOIUXCS Ob HHOOPMAIIMOHHON

BE3OITACHOCTHU
HEJIb351

i Bcem moapsa coobmark CBOK 4acTHYIO HH(OpManuio (Hactosmiue ums, GaMuiuio,
Tene()OH, aJpec, HOMEp LIKOJIBL, a TaKkxkKe GoTorpaduu CBOM, CBOEH CEMbU U APY3€ii);
2, OTKpBIBaTh BJIOXKEHHBIE (DaiiIbl 27IEKTPOHHOM [IOYTEL, KOT/Ia HE 3HACIIb OTIIPABHTEIIS;
3. " pyOuTH, IPHIMpPATECS, OKa3bIBaTh JABJICHHUE - BECTH Ce0s HEBEKIIMBO U arpEeCCHBHO;
4. He pacnopsbkaiics aeHpraMu TBOeHl cembH O€3 paspelleHMs CTapiuMx - BCeria
CIpalmBail poguTeseH;
5, He Bcrpeyaiics ¢ IHTEpHET-3HAKOMBIMH B PEAIbHOM XKU3HH - IOCOBETYUCS CO B3POCIIBIM,
KOTOPOMY JIOBEPSIEILb.
OCTOPOXHO
1. He Bce mumyt npasny. Yuraems o cebe Hempasay B MHrepHeTe - coobum 06 s1oM
CBOHMM POJUTENISIM WU OIIEKYHaM;
2. [IpuriamaroT MepenuchBaTLCS, HTPaTh, OOMEHUBATLCS - IIPOBEPD, HET JIK [10/IBOXA;
3, HesakonHoe komupoBaHue ¢aiioB B VIHTEpHETE - BOPOBCTBO,
4. Bcera paccka3ssiBait B3pocibiM 0 IpoOeMax B CETH - OHH BCET/Ia IOMOTYT;
5. Wcnonp3yli HacTpOMKH O0€30IacHOCTH M IIPUBATHOCTH, YTOOBI HE IIOTEPSATH CBOU
aKKayHTHI B COIICETSIX U APYTHX IOpTajlax.
MOXHO
1 YBaxkaii Ipyrux moJjib30BaTele;
2. [Tonb3yembest THTEPHET-UCTOYHUKOM - JI€JIak CChUIKY Ha HETo;
3. OTKpbIBaif TOJBKO T€ CCBUIKH, B KOTOPHIX YBEPEH,
4. O6marbes 3a MOMOIIBIO B3POCIBIM - POIHUTENIH, ONEKYyHbl M aJIMHUHHUCTpAlMs CalToB
BCer/ia MOMOTYT;
3, ITpoiinu o6yuenue Ha caiite "CeTeBHUOK" U MOIYYH NACIOPT HUMPOBOTO rpakaHuHa!



